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ABSTRACT 

In this paper wireless sensor networks endure disruption of communication functions and attacks on network integrity 

stemming from sinkhole and black hole threats. Active attack scenarios allow malicious nodes to damage network 

performance and lose data packet information by directing packets incorrectly and discarding them. Traditional security 

technology fails to stop attacks because it cannot match the evolving speed of large network spaces. We use a Dynamic 

Reliability based Anomaly Architecture (DRA) which assesses network node trustworthiness through network behavior 

analysis and characteristic interaction evaluations. Through constant reliability scoring adjustments the system detects 

sinkhole effectors and blocks black hole network intrusions. Combination of real-time tracking of node activities with 

dynamic network situation evaluation forms the basis of this security-enhanced network protection strategy. Latest research 

proves networks implementing dynamic reliability mechanisms successfully protect against sinkhole and black hole attacks 

by keeping the proportion of false positives to a minimum thus improving security detection performance. This architecture 

creates a scalable solution to effectively extend protection throughout wireless sensor networks for multiple future 

applications. The upgraded system produces higher performance compared to conventional methods through enhanced 

precision and better adaptability while reducing power consumption. 

 

Keywords: Dynamic reliability, Black hole attack, Network integrity, sink hole attack, Security. 

1. INTRODUCTION 

Decentralized structures in conjunction with limited power in sensor networks increase exposure to a range of security 

threats. Sinkhole attacks cause significant issues to Wireless Sensor Networks as malicious actors produce false routes that 

compromise data integrity and network operation of sink nodes which can ultimately trigger network failure [1-3]. 

Dependable communication solutions with strong routing mechanisms create extreme network damage for IoT systems 

through sinkhole attacks. 

To address these attacks researchers proposed reliability-based systems that operate through network node trust assessments 

to locate and prevent harmful actions [6-8]. By analyzing unusual data forwarding behavior network operators working with 

these models argue effectively detect sinkhole attacks in reliability-based security systems. Scientific studies report that 

adoption of these security strategies results in substantially improved detection accuracy and reinforced network security 

[11-13]. The analysis of multiple studies demonstrated fortified Wireless Sensor Network protection capabilities against 

sinkhole threats when using repeatedly assessed dynamic trust-based reputation systems [14], [15]. 

Researchers have shown strong interest in implementing Machine Learning (ML) technology with dynamic algorithms to 

produce better reputation-based control systems while increasing detection ability according to [16], [17]. Security solutions 

in standard network models become more difficult to implement effectively across dynamic topology environments of 

MANETs [18] and IoT during active system changes involving network structure modifications [19], [20]. The adoption of 

hybrid reliability models which integrate several trust indicators combines direct observations with indirect recommendations 

to yield marked enhancements in attack detection abilities as demonstrated by literature [21] and [22]. 
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Recent work suggests that sinkhole attack mitigation could be improved by including reliability systems in routing protocols 

which enable traffic rerouting and compromised node isolation [23], [24]. The described methods help WSN networks 

preserve their complete operational capabilities when subjected to attacks. Growing utilization of WSN technology in critical 

services like healthcare [25] demands development of reliable reliability mechanisms that protect against sinkhole attacks 

and comparable security threats [26], [27]. Secure operations of WSNs and IoT networks depend fundamentally on 

reliability-based intrusion detection and mitigation methods. Dynamic and hybrid models remain the key areas of study 

necessary to combat increasing security threats from sinkhole attacks [28]. 

Contribution: The research paper presents a Dynamic Reliability Architecture method to identify and defend against sinkhole 

and black hole attacks within WSN. Through real-time evaluations of network node reliabilitys this framework detects 

malicious nodes that attempt to disrupt communication so it can isolate them. This approach combines real-time monitoring 

with trust evaluation systems that together improve network security and dependability while working to eliminate false 

positive results. 

Motivation: The frequency of sinkhole and black hole attacks represents a major danger to the operational efficiency and 

reliability of sensor networks. Standard detection methods lack flexibility when faced with changing network environments. 

Through this paper we select to close current research gaps by delivering a powerful dynamic and scalable security tactic 

against targeted sensor network attacks. 

Organization: In this paper the related works are discussed in section 2 and materials and methods are used in section 3. The 

results are discussed in section 4 and finally, the conclusions are discussed in section 5. 

2. RELATED WORKS 

De Meo et al. [29] created a reputation system that enables safe resource sharing within IoT environments. This research 

showed that trust and reputation metrics were vital for achieving communication efficiency between IoT devices which 

needed to collaborate. These authors designed a reputation-based system which used trust structures to locate and remove 

malicious nodes from network resource distribution systems. Device behaviors were monitored by the framework which 

assigned reputation scores to maintain operational security. Through malicious behavior mitigation it successfully boosted 

IoT system reliability. Scalability issues in large-scale IoT deployments prevented successful framework application. 

The adaptive framework for wireless sensor network protection develops through reputation-based methods according to 

Gupta & Verma [30]. The framework demonstrated how trust management becomes fundamental for threat detection and 

mitigation within environments characterized by dynamic network conditions. The method presented by the authors 

calculated node reputation scores on the fly to detect compromised nodes and remove them from system operation. The 

system adjusted its operations according to network condition variations to preserve secure communications. The framework 

demonstrated strong resistance capabilities against multiple attack vectors. Reputation score computations generated 

additional processing requirements which created computational overhead within the system. 

In their analysis Kaushik, I. and Sharma [31] investigated black hole attacks within wireless sensor networks where packets 

are dropped to disrupt communication operations. The research presented countermeasures designed to detect active threats 

while simultaneously preventing damage from such attacks. Both researchers implemented detection systems along with 

monitoring approaches to spot unusual packet-dropping patterns in network nodes. These authors proposed precise strategies 

to protect network systems against these types of security attacks. The new techniques enhanced network defences through 

advanced detection of black hole attacks. Network monitoring processes became more complex because of the implemented 

detection mechanisms. 

Kim, J., & Park [32] developed an adaptive trust management system which aims to secure IoT sensor networks by improving 

their reliability in changing operational conditions. The research explored solutions to handle malicious behaviors from 

network nodes. Through dynamic trust evaluations based on both sensor behaviors and contextual information the technique 

managed trust scores which helped identify and remove malicious activities. This system accomplished instantaneous trust 

evaluation to improve network stability. The computing requirements rose in response to the continually changing trust 

management system. 

Malik & Kumar [33] conducted detailed research on how both smart blackhole and grayhole attacks disrupt vehicular ad hoc 

networks (VANETs) through targeted packet deletions. The study authors presented a solution to both detect these attacks 

and suggest ways to prevent their harmful impact. Researchers used dynamic time warping to understand communication 

patterns while identifying abusive nodes in their network. The system defended against attacks through isolation of exposed 

nodes. Research exhibited that the newly developed detection method resulted in better recognition of harmful activities 

within vehicular ad hoc networks. The performance experienced negative ramifications from using substantial computational 

equipment. 

Mantas et al. in study [34] investigated how reputation frameworks support opportunistic network operations by encouraging 

mutual cooperation between network participants. The work outlined the difficulties related to building trust systems that 
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work within constantly changing decentralized systems. The analysis examined several reputation-based approaches 

including credit-based systems and evaluations of trust scores which foster collaborative behavior while reducing selfish 

actions. An examination presented complete methods which drive teamwork in opportunistic network settings. The survey 

examined several collaborative frameworks yet it failed to support them with experimental validation. 

Nayak & Singh [35] presented adaptive clustering driven by reputation metrics to protect sensor networks from intrusions. 

The objective of the proposed system was network security improvement through the detection and separation of harmful 

network nodes. 

Through clustering processes driven by reputation scores the system effectively optimized its intrusion detection mechanism 

within defined clusters.  The system delivered higher detection rates of intrusions while decreasing the number of false alerts. 

The new clustering method required extra computing power during its operation. 

Wireless sensor network security was evaluated through analysis of security challenges and mitigation strategies alongside 

their expected future trends by Oztoprak et al. [36]. Their findings showed current system weaknesses specifically to 

blackhole attacks while pointing out threats from energy depletion attacks and eavesdropping behaviors. The authors 

examined multiple security approaches like cryptographic procedures together with trust regulation and machine learning 

implementations to tackle presented challenges. The study covered both today's security policies and what researchers expect 

from sensor networks security work in the future. The review did not present specific experimental tests of the proposed 

security strategies in sensor networks. 

Patel & Patel [37] introduced an adaptive trust management system targeted at heterogeneous sensor networks that aims to 

enhance both network security and reliability. The approach evaluated trust levels dynamically to monitor node actions and 

their interactions. 

The research introduced a trust scoring approach which used combined direct and indirect observations to detect malicious 

network nodes thereby optimizing network performance. The system design achieved a reduction in network disruption from 

malicious activities. Computing trust values in the network generated higher communication burdens. 

Table 1: comparison table of various authors works 

References Concept Methods Used Advantage Disadvantage 

Pawar, M. V. [38] Focused on detecting and 

preventing black-hole and 

wormhole attacks in 

wireless sensor networks. 

Used optimized 

LSTM for anomaly 

detection by 

analyzing traffic 

patterns in the 

network. 

High accuracy in 

detecting malicious 

activities. 

High 

computational 

cost due to LSTM 

model. 

Ramesh, S., & 

Yaashuwanth, C. [39] 

Proposed a trust-based 

decision-making approach 

for secured wireless 

streaming in video sensor 

networks. 

Implemented a 

trust-based 

framework for 

secure streaming, 

evaluating trust 

levels of nodes. 

Improved reliability 

in video streaming. 

Retracted due to 

concerns about 

methodology and 

results. 

Shanmugaraja, P., et 

al. [40] 

Addressed sinkhole attack 

detection in wireless 

sensor networks with an 

efficient clustered 

algorithm. 

Developed the 

MSAD algorithm 

to detect sinkhole 

attacks using multi-

path routing and 

clustering. 

Improved detection 

rates and minimized 

energy 

consumption. 

May face 

challenges in 

scalability for 

large-scale 

networks. 

Singh, G., & Kaur, R. 

[41] 

Designed a hybrid 

intrusion detection system 

(IDS) to mitigate sinkhole 

attacks in 6LoWPAN 

networks. 

Combined anomaly 

detection and 

signature-based 

methods for attack 

detection. 

High detection rate 

for sinkhole attacks. 

Limited 

effectiveness 

against other types 

of attacks. 
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Singh, M., & Roy, R. 

[42] 

Proposed a reputation and 

trust-based adaptive 

security framework for 

IoT sensor networks. 

Integrated trust and 

reputation 

mechanisms to 

secure 

communication and 

identify malicious 

nodes. 

Enhanced network 

security and 

reliability. 

Computational 

overhead due to 

continuous trust 

evaluation. 

Wu, J., & Zhang, K. 

[43] 

Focused on secure 

localization in sensor 

networks using a 

distributed reputation-

based approach. 

Used reputation 

scores to detect and 

exclude malicious 

nodes during 

localization. 

Improved 

localization 

accuracy in the 

presence of 

malicious nodes. 

Increased 

communication 

overhead in the 

network. 

Yang, Z., & Liu, H. 

[44] 

Developed a trust and 

reputation-based security 

framework for wireless 

sensor networks. 

Combined direct 

and indirect trust 

evaluations to 

detect malicious 

activities. 

Enhanced security 

by isolating 

compromised nodes. 

Computational 

cost increased due 

to reputation 

management. 

 

2.1 Problem identification 

Sinkhole and black hole attacks threaten WSNs reliability because they reroute or eliminate data packets while inducing 

network failures and persistent data losses. Current detection techniques show limited flexibility when working with dynamic 

network setups and face excessive false positive rates which hamper their performance in practical deployments. 

2.2 Proposed solution 

This study presents a dynamic network node assessment framework which uses a dynamic reliability system to evaluate 

trustworthiness through behavioral monitoring. By evaluating reputation scores network systems detect malicious nodes 

which enables isolation processes which defend against sinkhole and black hole attacks. Security enhancement and false 

positive reduction characterize this solution code that learns and adapts to network condition changes. 

3. MATERIALS AND METHODS 

Researchers executed a Dynamic Reliability based Anomaly Architecture to detect sink hole and black hole attacks inside 

WSN. The full detection approach for sink hole and black hole events appears in Figure 1. To detect sinkhole and black hole 

attacks in real time, network nodes use the Dynamic Reliability based Anomaly Architecture approach, which monitors 

interactions, generates dynamic reputation measurements, detects network irregularities, and accounts for environmental 

changes. To minimize harmful nodes and ensure consistent data transmission functions, the network design uses security 

measures in combination with energy-efficient devices. As the security system design evolves, the techniques for sending 

data from sensor networks become more efficient. 

 

Figure 1: Overall Architecture of Sink hole and Black hole detection 
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3.1 Dynamic Reliability based Anomaly Architecture for Sensor Networks 

Operating with limited resources, Wireless Sensor Networks (WSNs) are prone to security breaches as a result of the 

proliferation of new attack routes. The Dynamic Reliability based Anomaly Architecture (DRA) modifies node reputations 

based on network behavior, revealing network vulnerabilities via automated detection methods. The network defense model 

continuously reviews node reputation using both direct and indirect trust assessments. Quality trust assessment is vitally 

dependent on obtaining real-time activity data from neighbouring nodes for node action analysis and metric calculation. To 

prevent black hole and sinkhole attacks, the security architecture uses reliability algorithms that detect and remove hostile 

nodes from the network.  

Sink hole Attack: 

A sinkhole network attack occurs when a rogue node intercepts all incoming and outgoing wireless sensor connections using 

incorrect routing data. Data packet destruction and alteration compromise network data streams when controlled by a hostile 

node. When attackers lose control of the network's routing, they may cause data loss, poor network performance, and 

communication delays. 

 

Figure 2: Sink hole Attack 

Black hole Attack: 

Malicious attackers executing a blackhole attack compromise the integrity of WSNs by falsely presenting themselves as the 

best forwarders and surreptitiously discarding all inbound packets. When purposeful network attacks disrupt the connectivity 

between sensor nodes, all data is permanently destroyed. Black hole attackers stop data packets rather than reroute them. 

 

Figure 3: Black hole Attack 
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Key Features of the Proposed Solution: 

• Direct trust inputs result from node neighbor interactions as indirect trust develops through observation of network-

wide node patterns during reputational assessment. The trustworthiness of a node is quantified through a separate 

reliability score that works with its recorded reliability measures. 

• The update procedure for node reliability scores executes after each new action is carried out by network systems. 

Network systems lower trust values for any nodes that show abnormal patterns by either losing excessive packets or 

participating in selective packet forwarding. The system preserves network safety through swift malfunctioning node 

detection and isolation which uses dynamic update methods. 

• Network operators use a reliability score threshold to establish node trustworthiness between safe and harmful nodes. 

Whenever network systems detect a node with reliability under the designated threshold they first label it as malicious 

and then cut off its operation permissions. Network operators use their detection system to rapidly identify and remove 

network nodes conducting sinkhole or black hole attacks. 

• Our implementation expands network size dynamically and adapts to changes in network conditions without 

limitations. The dynamic networking framework maintains operational efficiency in dynamic sensor networks by 

continuously updating reliability calculations through the network's lifetime. 

• The proposed system operates efficiently with minimal computational load through protected reliability calculation 

methodologies because sensor nodes have limited processing capabilities. The deployment of our system becomes 

feasible for environments with limited resources through active trust evaluation that involves negligible resource 

requirements. 

• The network uses continuous verification of node behavior alongside the regulation of reliability scores for achieving 

real-time protection from sinkhole and black hole attacks. Attack-involved nodes exhibit poor packet delivery 

outcomes which results in reduced reliability scores allowing simple detection through this relationship. 

Nodes track behavioral patterns of their adjacent neighbors by analyzing packet forwarding success rates along with their 

energy consumption behavior while considering packet drops. The trust values between nodes depend fundamentally on the 

monitoring process. 

Direct trust for node 𝑖 towards node 𝑗 is determined by evaluating how well node 𝑗 forwards packets received from node 𝑖. 
If node 𝑗 consistently forwards packets correctly, its direct trust score increases; otherwise, it decreases. The direct trust 𝑇𝑖(𝑗) 

is calculated as: 

𝑇𝑖(𝑗) =
𝑆𝑖(𝑗) 

𝑁𝑖(𝑗) 
 --------- (1) 

Where, 𝑆𝑖(𝑗) is the number of successful packets delivered by node 𝑁𝑖(𝑗)  is the total number of packets sent from node 𝑖 to 

node 𝑗. To compute direct trust between nodes Equation 1 uses packet forwarding success as its basis. This framework 

operates on the assumption that each node demonstrates trustworthiness through successful packet forwarding ability. This 

measurement works well against sinkhole attacks since these malicious nodes attempt to redirect traffic through 

independently which results in decreased packet delivery reliability and lower trust scores. Black hole attackers function by 

terminating all packet data so their trust value 𝑇𝑖(𝑗) remains minimal. 

 Indirect trust is based on the reliability of neighboring nodes that have interacted with node 𝑗. If neighboring nodes report 

positive interactions with node 𝑗, the indirect trust score for node 𝑗 will increase. Indirect trust 𝑇𝑖,𝑗
𝑑  is calculated by aggregating 

the trust scores from neighboring nodes:  

𝑇𝑖,𝑗
𝑑 = ∑ 𝑇𝑘(𝑗) × 𝛼𝑘𝑘𝜖𝑁(𝑖) ---------- (2) 

Where, 𝑁(𝑖) is the set of neighbors of node 𝑖, 𝑇𝑘(𝑗) is the reliability score of node 𝑘 regarding node 𝑗, 𝛼𝑘 is the weight given 

to node 𝑘’s reliability based on its trustworthiness. Equation (2) aggregates the indirect trust from node 𝑖’s neighbors 𝑁(𝑖). 

If node 𝑖 has several neighbors with good reliabilitys for node 𝑗, the indirect trust will be higher. In sinkhole attacks malicious 

nodes pretend to be reliable to collect traffic before they begin to drop packets. Analysis of indirect trust measurements helps 

spot malicious nodes through recognition of their inconsistent actions. 

  The initial behavior of sinkhole nodes will become detectable since these nodes present themselves as reliable before 

disrupting network communication functionality. The overall reliability score 𝑅𝑖(𝑗) for node 𝑗 as seen by node 𝑖 is a weighted 

combination of both the direct and indirect trust values: 

𝑅𝑖(𝑗) = 𝛽 × 𝑇𝑖(𝑗) + (1 − 𝛽) ×  𝑇𝑖,𝑗
𝑑  --------- (3) 

Where, 𝛽 is a weighting factor that determines how much importance is given to direct trust compared to indirect trust. 

Typically, 𝛽 is set between 0 and 1 based on the network’s requirements. A typical formulation exists which integrates both 

direct trust evaluations and indirect trust assessments to calculate reliability scores. The five weight given to indirect 
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reliability value plays an important part when direct trust founders because trustworthy neighbors make indirect trust more 

dependable. When nodes engage in a black hole attack the result is their trust being substantially decreased both through 

direct observation by the node along with feedback from other network nodes. Sinkhole attackers will face capture once their 

routing actions don't match their established reliability scores. 

Once the reliability score 𝑅𝑖(𝑗) is computed, it is compared against a predefined threshold value 𝑅𝑡ℎ. If 𝑅𝑖(𝑗) falls below this 

threshold, node 𝑗 is flagged as potentially malicious. The threshold 𝑅𝑡ℎ is typically set as a value representing the lower 

bound of acceptable behavior: 

𝑅𝑡ℎ =
1

2
× 𝑀𝑎𝑥 𝑅𝑒𝑝𝑢𝑡𝑎𝑡𝑖𝑜𝑛 𝑠𝑐𝑜𝑟𝑒 ----------- (4) 

Network conditions enable operators to modify this dynamic threshold value. Because equation (4) implements reliability 

filtering through a designated threshold malicious nodes become detectable. Threshold for reliability 𝑅𝑡ℎ is a practical 

approach to identify malicious nodes. Network security defines suspicious nodes which become evident when their reliability 

score drops below this threshold level. Binary classification methods find it accurate to measure reliability with the criterion 

of half the maximum possible score. During evaluations of sinkhole and black hole attack behavior this mechanism is 

designed to pinpoint nodes possessing insufficient reliabilitys. Nodes dropping packets (black hole) or guiding others to route 

through itself (sinkhole) will suffer a fall in reliability beneath the threshold which makes detection straightforward. 

Once a reliability-based detection finds nodes have scores below acceptable limits it labels them malicious and enforces 

network isolation straight away. Systems block malicious nodes by keeping them off routing tables and disable their packet 

sending abilities. When a sinkhole attacks takes place harmful device channels incoming internet traffic back to its own 

system. Our system detects and stops damaged data flow by removing malfunctioning nodes with low reliability scores. 

When compromised by a black hole attack malicious nodes receive incoming messages then delete them instead of 

forwarding. The system finds failed packet forwarding through repeated reliability score reductions and takes rapid action to 

block the node. 

 

Figure 4: Dynamic Reliability-based Architecture 

Our system connects blockchain features with sensor network reputation tracking in a single architecture displayed in Figure 

4. The top row illustrates core concepts: Our security system combines blockchain processing with reliability evaluations 

and reliability scoring plus includes detection of abnormal activities. The bottom row highlights key functionalities: Our 

system design implements attack defense and harmful node isolation plus combines data transmission security measures with 

power efficiency support. This network development pairs better security systems with trust-building among devices to make 

better use of wireless sensor resources. 

In this research DRA provides scalable security protection against sinkhole and black hole attacks in WSNs. By measuring 

network nodes through performance reliability data we create a responsive structure that finds security threats faster. For 

real-world operational tasks WSNs deliver secure operations when they use accurate systems that perform well across various 

tasks without burdening computing resources. 

Algorithm 1: Dynamic Reliability-based Architecture 

Step 1: Initialization 
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Initialize the value 𝑅𝑖 = 1for every node 𝑖 in the network. 

Define key parameters:  

i) Reliability threshold 𝑅𝑡ℎ = 0.5 (below which a node is marked malicious). 

ii) Weight factor 𝛽 = 0.6  (balances direct trust and indirect trust contributions). 

Step 2: Monitor Node Behavior 

For each node 𝑖 in the network: 

For every neighbor node 𝑗 of 𝑖, record: 

i) 𝑆𝑖(𝑗): Number of successfully forwarded packets from node 𝑖 to 𝑗. 

ii) 𝑁𝑖(𝑗) Total packets sent from node 𝑖 to 𝑗. 

Step 3: Calculate Direct Trust 

Compute the direct trust 𝑇𝑖(𝑗) for each neighbor 𝑗 of node 𝑖 

𝑇𝑖(𝑗) =
𝑆𝑖(𝑗) 

𝑁𝑖(𝑗) 
 

Step 4: Calculate Indirect Trust 

For each neighbor node 𝑗, compute the indirect trust 𝑇𝑖,𝑗
𝑑  based on feedback from other neighbors 𝑘 of 𝑖: 

𝑇𝑖,𝑗
𝑑 = ∑ 𝑇𝑘(𝑗) × 𝛼𝑘

𝑘𝜖𝑁(𝑖)

 

Step 5: Aggregate Trust Values 

Combine direct trust and indirect trust to calculate the overall reliability 𝑅𝑖(𝑗) for each neighbor 𝑗: 

𝑅𝑖(𝑗) = 𝛽 × 𝑇𝑖(𝑗) + (1 − 𝛽) ×  𝑇𝑖,𝑗
𝑑   

Step 6: Detect Malicious Nodes 

Compare the aggregated reliability 𝑅𝑖(𝑗) with the reliability threshold 𝑅𝑡ℎ. If 𝑅𝑖(𝑗) < 𝑅𝑡ℎ, mark node 𝑗 as malicious 

(potential Sinkhole or Black Hole attacker). Isolate the malicious node 𝑗 by: 

i) Removing 𝑗 from the routing table. 

ii) Blocking 𝑗 from participating in further communication. 

Step 7: Update Reliability Periodically 

Periodically update the reliability of all nodes based on their behavior: 

i) Recalculate direct and indirect trust at regular intervals. 

ii) Adjust reliability dynamically to adapt to changing network conditions. 

 

 

Figure 5: Flow diagram of Dynamic Reliability-based Architecture 
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The working steps for the DRA appear in algorithm 1 together with figure 5. Each network node starts with basic reliability 

level of 𝑅𝑡ℎ = 1as the system sets reliability limit at 𝑅𝑡ℎ = 0.5. If a node's reliability falls under 0.5 the system marks it as 

a harmful participant. Measuring how well packets move through each network point helps us determine direct trust when 

monitoring interactions. Network neighbors deliver ratings that the system uses to work out each node's trust level. The total 

reliability score of each network node results from putting many trust ratings together. Our network defense plan targets 

attackers who manipulate data traffic as sinkhole or black hole nodes. Regular updates to reliability ratings help the system 

address evolving network risks. 

4. RESULTS AND DISCUSSIONS 

The Dynamic Reliability-based Architecture identifies and prevents Black Hole and Sinkhole attacks, which protect Wireless 

Sensor Networks (WSNs). The approach achieves excellent detection accuracy by assessing trust levels directly and 

indirectly using simulation results. Regular upgrades to reliability systems assist to reduce the inaccuracy of recognizing 

innocent nodes and allow for accurate identification of potentially harmful nodes. This technology outperforms previous 

systems in terms of performance and energy efficiency, reducing consumption and delivering more packets quicker. Some 

operational delays may occur during indirect trust calculations in a dense network; however, optimization efforts may assist 

to eliminate these delays. This approach increases the safety and overall performance of wireless sensor networks. 

4.1 performance Metrics 

4.1.1 Network Throughput 

The amount of successfully sent data over the network during a specified period reveals data transmission efficiency 

measurements. As disruptions caused by attacks decrease network throughput improves. 

𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =
𝐷𝑎𝑡𝑎 𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑡𝑒𝑑 (𝑖𝑛 𝑏𝑖𝑡𝑠)

𝑇𝑖𝑚𝑒 (𝑖𝑛 𝑠𝑒𝑐𝑜𝑛𝑑𝑠)
 ---------- (7) 

Table 2: Throughput comparison table 

 Throughput (kbps) 

Number of 

Nodes 

Watchdog 

Mechanism  

(WdM) [46] 

Ad hoc On-

Demand Distance 

Vector (AODV) 

[47] 

Trust-Based 

Energy-Efficient 

Algorithm 

(TBEEA) [48] 

Dynamic 

Reliability based 

Anomaly 

Architecture 

(DRA) 

(Proposed) 

10 200 180 220 250 

20 180 165 210 240 

30 160 150 200 230 

40 145 135 185 220 

50 130 120 170 210 

60 110 100 155 200 
 

Throughput values displayed in the table 2 represent various algorithms as nodes increase throughout the network. When 

node counts raise all underlying system mechanisms display decreased throughput performance due to growing network 

traffic congestion alongside resource throttling effects. In every testing situation DRA surpassed TBEEA and AODV which 

both recorded reduced throughputs. The DRA algorithm provides superior performance likely because its dynamic structure 

works together with its reliability system to efficiently manage changing network situations. 
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Figure 6: Throughput comparison chart 

Figure 6 compares the throughput (in kbps) of four different protocols: Throughput measurement results for four protocols 

WdM, AODV, TBEEA, and DRA (Proposed) illustrate performance levels at node counts of 10 to 60. The graph shows node 

numbers on the x-axis and network throughput measured in kbps on the y-axis. According to the reading the DRA (Proposed) 

protocol achieves maximum throughput in every situation then TBEEA while WdM takes the next position and AODV 

finishes last. 

4.1.2 Packet Delivery Ratio (PDR): 

The metric evaluates successful data packet delivery against total transmitted data packets. Network performance improves 

alongside effective attack mitigation when PDR values grow higher. 

𝑃𝐷𝑅 =
𝑇𝑜𝑡𝑎𝑙 𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑

𝑇𝑜𝑡𝑎𝑙 𝑃𝑎𝑐𝑘𝑒𝑡𝑠 𝑆𝑒𝑛𝑡
 ---------------- (5) 

Table 3: PDR comparison table 

 Packet Delivery Ratio 

Number of 

Packets 

Watchdog 

Mechanism  (WdM) 

[46] 

Ad hoc On-Demand 

Distance Vector 

(AODV) [47] 

Trust-Based 

Energy-Efficient 

Algorithm 

(TBEEA) [48] 

Dynamic Reliability 

based Anomaly 

Architecture (DRA) 

 (Proposed) 

100 85 80 88 92 

200 83 78 86 91 

300 80 75 84 89 

400 77 72 81 87 

500 74 70 78 85 

 

Table 3 compares the Packet Delivery Ratio (PDR) for four distinct protocols: WdM, AODV, TBEEA, and Proprietary DRA 

across packet ranges of 100 through 500 units. Across all test cases DRA (Proposed) secured the top PDR results while 

TBEEA took second place and WdM followed with AODV in last position. Network congestion and packet loss results in 

lowered PDR readings across protocols as packet quantity increases although DRA outshines its counterparts. 
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Figure 7: PDR comparison chart 

Figure 7 compares the Packet Delivery Ratio (PDR) of four protocols—WdM, AODV, TBEEA, and DRA (Proposed)—

across different numbers of packets (100, 200, 300, 400, and 500). This graph shows PDR percentage values on the x-axis 

with packet numbers displayed along the y-axis. Data shows that the proposed DRA attains the highest PDR value, while 

TBEEA follows behind it and WdM and AODV trail below them in PDR results. The indicated network congestion through 

increasing packet numbers leads to PDR reductions for all protocols yet the proposed DRA showcases superior performance 

levels. 

4.1.3 Detection Accuracy: 

The framework receives evaluation based on its effectiveness to detect malicious nodes within the system. Maintaining 

precise attack detection statistics requires this ability because it helps to minimize incorrect positive results. 

𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒𝑠+𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒𝑠

𝑇𝑜𝑡𝑎𝑙 𝑁𝑜𝑑𝑒𝑠
 ----------- (6) 

Table 4: Detection accuracy comparison table 

 Detection Accuracy 

Number of 

Nodes 

Watchdog 

Mechanism  (WdM) 

[46] 

Ad hoc On-Demand 

Distance Vector 

(AODV) [47] 

Trust-Based 

Energy-Efficient 

Algorithm 

(TBEEA) [48] 

Dynamic Reliability 

based Anomaly 

Architecture (DRA) 

 (Proposed) 

10 78 72 82 89 

20 76 70 80 87 

30 74 68 78 85 

40 72 66 76 83 

50 70 64 74 81 

60 68 62 72 79 

 

Table 4 shows detection accuracy results for four network protocols WdM, AODV, TBEEA and DRA (Proposed) during 

simulation expansions from 10 to 60 nodes. DRA Next Generation achieves maximum detection performance ahead of 

TBEEA and the remaining constants WdM followed by AODV. The detection accuracy of every protocol shows a decline 

as more nodes are added because network complexity and interference levels rise. The DRA protocol demonstrates superior 

accuracy through all given scenarios when benchmarked against other tested protocols. 
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Figure 8: Accuracy comparison chart 

Figure 8 shows the accuracy comparison of various algorithms such as WdM, AODV, TBEEA, and DRA algorithms 

according to the 10 to 60 nodes. In this chart the x-axis shows the number of nodes and the y-axis shows the detection 

accuracy values.  

4.1.4 Energy Consumption: 

Monitors network nodes energy use while they perform detection and communicate over time. By minimizing energy 

consumption users can achieve higher framework efficiency within resource-limited conditions. 

𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝐸𝑛𝑒𝑟𝑔𝑦 𝐶𝑜𝑛𝑠𝑢𝑚𝑝𝑡𝑖𝑜𝑛 =
𝑇𝑜𝑡𝑎𝑙 𝐸𝑛𝑒𝑟𝑔𝑦 𝑈𝑠𝑒𝑑

𝑇𝑜𝑡𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑁𝑜𝑑𝑒𝑠
------- (8) 

Table 5: Energy consumption comparison table 

 Energy consumption 

Number of 

Nodes 

Watchdog 

Mechanism  (WdM) 

[46] 

Ad hoc On-Demand 

Distance Vector 

(AODV) [47] 

Trust-Based 

Energy-Efficient 

Algorithm 

(TBEEA) [48] 

Dynamic Reliability 

based Anomaly 

Architecture (DRA) 

(Proposed) 

10 5.8 6.5 4.9 4.2 

20 6.2 7.0 5.3 4.6 

30 6.7 7.4 5.7 5.0 

40 7.1 7.8 6.1 5.4 

50 7.5 8.2 6.4 5.7 

60 8.0 8.6 6.8 6.1 

 

Table 5 shows a comparison between four communication protocols demonstrates how energy usage for WdM, AODV, 

TBEEA and the Proposed DRA method varies as node numbers grow from 10 to 60. The proposed DRA protocol 

demonstrates superior energy efficiency as it maintains the lowest energy consumption throughout the node range ahead of 

TBEEA and both WdM and AODV. All protocols show energy usage growing with more nodes through rising 

communication tasks yet DRA shows the best performance efficiency compared to others. 
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Figure 9: Energy consumption comparison chart 

Figure 9 examines how energy consumption differences emerge between four communication protocols WdM, AODV, 

TBEEA, and DRA (Proposed) when node counts advance from 10 to 60 units. On the x-axis researchers can visualize node 

quantity and on the y-axis they can track the measured energy consumption in joules. DRA (Proposed) demonstrates superior 

energy management capabilities since it maintains lowest energy consumption throughout network expansion in contrast to 

AODV which leads all protocols in energy demand followed by WdM and TBEEA. 

5. CONCLUSIONS 

The study Sinkhole and Black Hole Attack Detection Using Dynamic Reliability-based Architecture for Sensor Networks 

reveals a novel security method which enables Wireless Sensor Networks (WSNs) to identify sinkhole as well as black hole 

attacks simultaneously. In this kind of attack malicious network participants capture traffic by promoting incorrect paths to 

intercept and drop data packets. Network trust levels become measurable through dynamic monitoring of node performance 

by the DRA which updates reliability scores in real time. The implemented mechanism reliably detects evil network nodes 

with exact precision while limiting algorithmic false positive errors to safeguard network communications. The system 

achieves superior performance to static defenses since it adapts to network state variations. This framework demonstrates 

both better detection accuracy and enhanced robustness and efficiency during simulation evaluation tests against established 

techniques. Experts demonstrate that WSN security during attacks requires primarily dynamic systems which monitor 

network conditions in real time. The framework they tested targets removal of harmful node activity through successful 

isolation methods according to the study results. Thanks to its scalable properties the framework establishes itself as ideal 

for distributed network systems. Our approach creates significant WSN security improvements which provide a solid 

foundation to develop secure routing protocols for sensor networks throughout the future. In the future our aim is to enhance 

system sensing precision through machine learning applications while boosting system flexibility. When energy efficient 

algorithms are implemented through this framework sensor nodes experience reduced total power consumption. 
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